Self-assessment and audit in anaesthesia require a systematic approach to postoperative data collection. The increasing prevalence of mobile internet technology offers a new data collection method for anaesthetists. In this paper, a system for mobile internet data collection is described and the preliminary experience with its use is presented. The system was developed by the author and combined an open source survey application and a short message service (SMS) gateway to send SMS messages to patients after their anaesthesia and surgery. The messages requested patients to complete an online Quality of Recovery survey questionnaire if they had a smartphone. The results were immediately available. A preliminary survey of consenting patients with available mobile telephone numbers in a private practice was undertaken by the author. A total of 123 procedures were eligible for follow-up and survey requests were sent to 94 patients. Sixty-five surveys were completed. This represents 69% of surveys requested, demonstrating that mobile phone technology can be used to provide significant amounts of data for quality assurance. However, the implementation of a mobile internet data collection system requires consideration of privacy principles, security and ethical handling of data.
Clinical audit is a key tool for the improvement of quality of care and an important part of continuing professional development (CPD). Obtaining structured follow-up data is essential for clinical improvement to occur in anaesthesia.
Common methods of collecting postoperative data include chart reviews, mailed surveys, telephone calls and ward visits. Lack of time, staff and resources (both financial and practical) are key barriers to the undertaking of an audit 1 . In Australian private anaesthesia practice, the cost and difficulty of implementation of an independent data collection process is a potential barrier to obtaining structured postoperative data. Where anaesthetists work at multiple hospitals and have patients who are discharged home as well as admitted to hospital, followup may be difficult to achieve.
Smartphone mobile internet technology represents an untapped data collection opportunity in the perioperative period. Smartphones have had a wide uptake in the Australian community-in 2013, Australia had smartphone prevalence of 65% of the population aged 16 to 65 years 2 . This had increased from 37% in 2011 and is more than the United States, Great Britain or France 2 . It can be reasonably expected that the proportion of the population with access to the internet on their mobile telephones will only increase. The wide availability of mobile internet represents an opportunity to efficiently collect data from inpatients and outpatients. Mobile internet data collection (MIDC), has the potential to lighten the burden of data collection when compared to more traditional means.
The aim of this paper is to describe the development of a short message service (SMS) and MIDC system and report preliminary experience with its use as a tool for structured data collection in an Australian private anaesthetic practice.
METHODS
The process of MIDC determined for postoperative recovery assessment is outlined in Figure 1 . It was required that the system send an SMS message to patients' mobile phones on the day after surgery containing a link to a Quality of Recovery (QoR) survey. The survey needed to be completed on their mobile device or the link copied to a computer. The results of the survey were to be immediately available to the anaesthetist.
Privacy and security considerations
There are a number of important considerations affecting the implementation of MIDC in anaesthesia practice. Privacy and security concerns are foremost and the ethical handling of data needs to be considered.
The Australian Privacy Principles (APPs) allow health information to be collected for the purpose of "monitoring a health service" 3 . It is important to recognise that contacting patients via SMS is a potential means of disclosure of confidential information. Even if a mobile phone is locked, the full text of SMS messages may be displayed on the screen so anyone with physical access to the phone could read the request for information. The result is that a third party with access to the phone could be made aware of the intended recipient's recent procedure. A third party intercepting SMS and internet communication could similarly be made aware of the patient's recent procedure. For this reason, the implementation must account for managing health information.
The APPs treat health information as sensitive information requiring additional protection over other types of personal information. Principle 6 of the APPs governs the use and disclosure of personal information 3 . Patient consent is required if information may be disclosed to a third party (e.g. by SMS messaging). In the initial stages of this project, patients were advised verbally or in writing that QoR information would be sought via SMS messaging. This was changed during the data collection period to improve the compliance with Principle 6. Three methods for obtaining consent for SMS contact were used: administrative staff obtained verbal consent for SMS contact, patients gave consent as part of their online preoperative assessment or the anaesthetist obtained verbal consent during the preoperative assessment. Specifically, patients were asked if they would accept SMS messages from their anaesthetist. They were advised that contact by SMS was part of the quality assurance process. A short statement about the SMS follow-up was included in the written materials provided to elective patients. Patients booked on short notice or as emergencies did not receive any written information. Principle 11 of the APPs stipulates that reasonable precautions are taken to protect the information collected. Encryption and industry standard information security precautions must be used in the transmission and storage of health information by web servers to maintain confidentiality unless prior consent has been obtained.
Methods of implementation
These privacy and security issues guide the data management procedures for MIDC. The components of a system to implement MIDC are shown in Figure 2 . The core components are the survey application and an SMS gateway.
Web-based survey application
The web-based survey application is required to have several functions: 1) allow the anaesthetist to enter data required to execute surveys (e.g. patient contact details, survey questions), 2) send requests for surveys to patients, 3) serve the survey form to the patient on the website, 4) store the data, 5) notify the anaesthetist of a completed survey and 6) analyse data or allow download of collated data for analysis. There are several survey application options.
In this report, the survey application was the free, open-source survey application LimeSurvey running on a secure internet web server (http://www. limesurvey.org). LimeSurvey was installed on a Linux, Apache, MySQL, PHP server. Several steps were used to protect information according to Principle 11 of the APPs. Internet communications to the server were configured to only go through encrypted connections (SSL). The administrative back-end of the survey software could only be accessed via a secure internet connection with strong passwords. The software was maintained at the latest version to include security updates and the database was regularly backed up by an automatic process. These processes were used to protect against unauthorised access or loss of data.
This type of solution is likely to be the least expensive, but also the most difficult to implement. Setting up a secure server is a technically challenging process requiring information technology experience. The security and privacy risk must be managed. Customisation and fitness for purpose will depend on the information technology skill and knowledge of the clinician.
The second option is to have a customised system developed. Such systems could be developed by any number of information technology consultancy services. This represents the most expensive option, but the specifications for security, privacy, data handling and analysis and patient and clinician interface can all be set by the clinician. Specific local services with experience in surveys typically focus on marketing and market research but could adapt to the specific needs of healthcare.
The final option available is to use one of the numerous commercial providers of survey systems. The APPs no longer restrict organisations to storing data within the geographical confines of Australia, so international services are an acceptable option. Data stored internationally does, however, remain subject to the APPs (Principle 8), including the disclosure rules 3 . Therefore, providers that offer the high levels of security required for health information should be carefully selected. Survey systems that manage data in ways that are compliant with the United States Health Insurance Portability and Accountability Act or the European Union Safe Harbor principles are also likely to meet Australian standards for information privacy. Companies, at the time of writing, advertising survey systems that meet the Health Insurance Portability and Accountability Act or Safe Harbor requirements include: SurveyMonkey (http://www.surveymonkey. com), SurveyGizmo (http://www.surveygizmo.com), Snapsurveys (http://www.snapsurveys.com) and SoGoSurvey (http://www.sogosurvey.com).
FiGuRe 2:
Components of a mobile phone internet data collection system. The survey application can be secured using standard information technology security precautions (grey area) but health information will travel through insecure systems. SMS=short message service.
The author does not endorse any particular product and numerous other options are likely to be available, including local providers. Plans compliant with the higher level of information security required for health information are more costly than the entrylevel plans without the same degree of security. It is important for clinicians considering using a service to ensure it meets Australian requirements.
SMS gateway
The survey application needs to use an SMS gateway to send messages. Commercial survey providers may include an SMS messaging gateway in their service. In this series, LimeSurvey sends survey requests via email. An 'email to SMS gateway' was used to convert these email messages to SMS messages. The service used in this case was Burst SMS (http://burstsms.com. au). Burst converts an email message sent to an email address into an SMS message and sends it via the mobile network (i.e. the email sent to 04XX123456@ transmitsms.com is sent as an SMS to the mobile number 04XX123456).
The privacy and security of messages sent via SMS cannot be guaranteed, so the information included in the messages was minimised. The content of the text messages sent to the patients in this series included the anaesthetist's name and a link to the survey, which could be completed on the patient's mobile phone or computer. The patient's name, procedure or other health information was not transmitted.
There are numerous providers of SMS text messaging gateways. The cost and ease of setup will depend on the service provider.
Use of the system
The patient contact data required to perform the survey were entered by the clinician after surgery, typically taking less than one minute per patient, and SMS messages were automatically sent by the application on the day after surgery. If responses were not received, reminder SMS messages were not routinely sent but this is an option. Once responses were received, the clinician was automatically notified by email. An automatic SMS message was also sent thanking the patient for their feedback.
Survey responses were reviewed as they arrived. If any problems were noted, the patients were contacted to discuss their experiences.
Survey instrument
There are numerous potential choices of survey instrument, including the survey suggested by the Australian and New Zealand College of Anaesthetists 4,5 . The choice of survey will depend on what aspect of practice the clinician wishes to examine. In this series, an adapted QoR score was used to assess recovery 6 . The QoR score was chosen for its simplicity and validation in the Australian setting. A free text field was included to allow patients to make additional comments.
Ethical review
Audit is a well-established and expected component of clinical care and CPD 7 . Engagement in clinical audit does not normally require ethical review or approval. However, examination of collected data and reporting of research findings using the dataset may require discussion with an ethics committee regarding ethics review or exemption from research ethics review as a low-risk activity. Ethical review for publication of this experience was obtained from St Andrew's Medical Institute Research Committee and the Uniting Care Health Human Research Ethics Committee (Brisbane, Queensland, reference no. 2014.04.108). Individual patient data is not reported.
PRELIMINARY EXPERIENCE
The author is an anaesthetist with predominately public hospital practice and some private practice. The MIDC process was applied to private patients treated between February and November 2013 at several metropolitan hospitals. cedures were not followed up. One patient received epidural analgesia followed by a surgical procedure under epidural anaesthesia and was surveyed only once. A total of 123 episodes of care were eligible for follow-up. Three patients remained intubated, two were deemed too unwell in intensive care and 24 did not have mobile numbers available. Survey requests were sent to the remaining 94 patients. Sixty-five surveys were completed, representing 69% of surveys requested and 53% of all eligible procedures.
DISCUSSION
The goal of this report is to describe a novel system of data collection using MIDC and report preliminary experience in Australian private practice. The system developed involves the core components of an internet survey management application and an SMS gateway to send messages. There are a number of different survey management systems available that could meet the requirements. The APPs need to be considered when selecting or developing such a system.
Maintaining the security of health information and obtaining consent prior to allowing health information to be transmitted by insecure networks is essential.
In this series, over half of the patients having surgical procedures completed the survey assessing QoR using smartphone internet technology. While this is not a complete solution to postoperative data collection, mobile phone data collection methods may significantly lighten the burden. Capturing complete data from the remaining patients will require other traditional methods such as ward visits, postoperative telephone calls and mailed surveys. Once this MIDC system is established, a key advantage is the minimal clinician maintenance. Data entry to perform the survey requires less than one minute and the clinician is notified of responses automatically. Obtaining consent for contact by SMS can be performed quickly during the preoperative assessment or by administrative staff. Another advantage of MIDC is that the clinician is not directly interviewing the patient, reducing observer bias in the results.
In Australia and New Zealand, the new CPD standard prepared by the Australian and New Zealand College of Anaesthetists lists 'practice evaluation' as a key element of CPD 8 . Patient experience surveys are a suitable activity for practice evaluation 4, 8 .
Data collection is a challenge in Australian private practice for a number of reasons. Anaesthetists commonly work at multiple hospitals, may have limited access to medical records and may have limited involvement with perioperative processes. Data on patient experience needs to be collected from patients at multiple hospitals as well as at home after day surgery. Patient experience surveys require questionnaires to be completed by staff other than the anaesthetist to prevent the anaesthetist from distorting the results 8 . A formal, routine process of patient evaluation may become time-consuming and resource intensive if a large number of surveys are to be collected. The MIDC process may reduce the resources required to comply with the Australian and New Zealand College of Anaesthetists CPD requirements and is worthy of further research.
A major limitation of the smartphone methods used is that a systematic sampling bias is introduced by a number of mechanisms. Patients who do not have mobile telephone numbers available or are deemed too unwell are not captured. Patients who are not recovering well, and possibly have lower QoR scores, may be unable to complete surveys. In this series, patients were asked for permission to contact them by SMS but it was not routinely confirmed that they would be able to complete the survey on their phone. Improving this process would optimise the targeting of MIDC. Finally, age, education, health status, surgical procedure and specialty are likely to be important factors in the ability to participate in MIDC. Patients who completed the survey were significantly younger than those that did not complete the survey or were not invited to participate (data not shown). As a result of these potential systematic biases, a true assessment of patient experience would require other methods to complete the data collection. MIDC is not a complete solution to postoperative data collection.
Contacting patients by an insecure method, such as SMS, potentially discloses health information and, even if it seems minor, it requires some form of patient consent. If this method of data collection is to be considered, all patients should be asked if they are willing to accept SMS messages from their anaesthetist and freely provide their consent to be contacted by this method. The APPs do not stipulate whether the consent is to be verbal or written. In this series, verbal consent was documented in the clinical or administrative record.
Prior to completing the questionnaire, patients should be made aware of the primary purpose for the information collection (quality assurance) and whether the information may be disclosed. To more fully inform patients, the opening description of the survey has been updated to advise that the data is used for quality assurance, that completing the quest-ionnaire is voluntary and that the information will be kept confidential. Patients provide 'implied consent' for data collection by completing the survey after being advised of its purpose. If using MIDC, clinicians should seek review of their consent process by their medical defence organisation or legal advisers to ensure compliance with the privacy principles and law, especially if data is to be disclosed. Appropriate ethical review will be required if quality assurance data is to be used in research.
Experience with this series offers numerous potential avenues for further work. A study of mobile internet, telephone and ward follow-up could assess the degree to which mobile internet data collection is representative of the whole patient population. Further research assessing reasons for non-response could improve the targeting of follow-up 9 . Patient demographics, health status and surgical procedure should all be explored as predictors of completion. Future research could also look at how MIDC is best used to support quality assurance. The financial and efficiency effects also deserve research.
This series demonstrates that SMS text messaging and mobile internet technology can provide data for quality assessment to anaesthetists in private practice, with the majority of invited patients completing the survey. These methods could be easily adapted for larger groups and hospitals. However, the sampling bias limitations need to be considered and mitigated using other data collection techniques.
